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BO CONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TiNH HA NAM Péc lap - Ty do - Hanh phiic
sé: $9¥ ICAT-PAOS Héa Nam, ngay 0¢ théing 3 nam 2025

V/v phong, chéng mot sb hoat dong clia
t0i pham lira dao chiém doat tai san trén
khong gian mang

Kinh gui:
- Tinh tty, HDND, Uy ban nhan d4n tinh;
- Mt tran T4 quéc Viét Nam tinh Ha Nam;
- Van phong Tinh ty va cac ban xay dung Dang
truc thudce Tinh ty;
- C4c s, ban, nganh, doan thé tinh;
- Céc huyén uy, thi uy, thanh uy;
- UBND céc huyén, thi xa, thanh phd.

Thoi gian vira qua, trén dia ban ca nude xuét hién tinh trang cdc nhém doi
tuong thuc hién cac hanh vi lira dao chiém doat tai san trén khong gian mang vdi
phuong thurc, thu doan hoat dong tinh vi, phirc tap, nhu sau:

1. Thii doan cit, ghép hinh dnh, video nhay cam nham muc dich tong tién:

Nan nhan ma cac ddi tuong nham dén 14 cac ca nhan c6 uy tin, cé dia vi xa
hoi, dac biét 1a cac df’ing chi 1anh dao UBND tinh, lanh dao cac s&, ban,
nganh...Dé thuc hién, cac déi tugng thu thap thong tin, hinh anh, sb dién thoai
cliia cic ca nhan do dudi nhiéu hinh thirc (cong khai hodic mua béan théng tin trai
phép), chung sur dung hinh anh cua céc nan nhan, rdi chinh stra, cat ghép vao céc
hinh anh, video ¢6 ndi dung nhay cam, khoa than, ddi truy. Sau dé, cac ddi tuong
str dung sim “rac”, tai khoén icloud “rac”, email “rac” dé phat tén, nhan tin, goi
dién cho bi hai uy hiép, de doa va yéu cau bj hai chuyén tién, duéi hinh thirc
chuyén khoan ngan hang hoac dang tién 40 USDT. Néu bi hai khong thuc hién
theo yéu cau, ching sé& de doa ding tai cac hinh anh da qua cat ghép, chinh stra
Ién céc trang mang xa hoi nham bdi nho, xtic pham danh dy, nhan phém, gay du
ludn x4u dén uy tin cua bi hai. Ddc biét, trude thém Pai héi dang cdc cd’p chudn
bi dién ra, hanh vi cat ghép hinh anh, video nhay cam lam mat uy tin ciia cdc
dong chi lanh dao chii chét cia Tinh iy, Hoi dong nhan dan, Uy ban nhan tinh,
cdc s6, ban, nganh....co thé tao dw ludn xdu trong quan chiing nhan dan, gay
anh huong nghiém trong dén an ninh chinh tri néi bé.

2. Thi doan goi dién, nhin tin cho v¢ hoic chdng giy nghi ngo, hiéu
1Am dé chiém doat tai san
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Loi dung thoi gian tdi, khi vo/chong dang & bén gia dinh, cac dbi tugng
str dung cac so dién thoai “rac” nhén tin dén sb dién thoai cua nan nhan véi noi
dung “Anh/chi da c6 quan hé bat chinh véi dbi tuong la, dé xem video, clip dé
nghi truy cap Website dé lam theo huéng dan”; kém theo duong dan (link) cua
doi tugng dinh kém céc ing dung c6 chira ma doc du dd nan nhan cai dat. Do
nan nhan tin tudng ndi dung tin nhan ctia d6i tuong giri 14 that nén nan nhan sé
thiic ép vo/chong lam theo hudng dan. Sau khi nan nhan truy cdp vao dudong
dan cua ddi tugng gui, cac ung dung c6 gin ma doc sé duoc tai vé va cai dat
nham muc dich chiém quyén diéu khién cua dién thoai, sau d6 d6i tuong thuc
hién rat tién trong tai khoan ngan hang ctia nan nhan chuyén tién vao tai khoan
ngan hang cua déi tuong.

Trudce tinh hinh dién bién phurc tap cua tdi pham Itra dao chiém doat tai
san trén khong gian mang, Cong an tinh Ha Nam da chi dao Cong an cac don
vi thuong xuyén t6 chirc da dang hinh thirc tuyén truyén cac phuong thic thu
doan néu trén dé can bo, nhan dan nhéan biét, phong, tranh. Tuy nhién, qua cong
tac nam tinh hinh va xac minh mét s6 vu viéc, Cong an tinh xac dinh cdc nhém
ddi twong nay co tinh chat hoat dong chuyén nghiép, c6 td chirc va xuyén qudc
gia, loi dung dia ban ctia qudc gia khac (Trung Qubc, Capuchia, Philippines...)
dé thuc hién hanh vi pham toi. Dé dam bao ANTT trén dia ban tinh, nhét 1a
dam bao an toan khi dién ra Pai hdi dang céac cap trén dia ban tinh Ha Nam,
Céng an tinh dé nghi cac co quan, td chirc, don vi thuc hién mét sé nodi dung:

1. Tich cuc trién khai cong tac tuyén truyén, canh bao phuong thtrc, thu
doan néu trén dén 100% cac chi, dang bo, t6 dan phd dé can b, nhan dan nang
cao canh giac, chu dong phong ngira, ngin chan tac dong tiéu cuc c6 thé gay anh
huéng dén an ninh chinh tri ndi bo.

Video ndi dung tuyén truyén tai dudng dan:

- https://vt.tiktok.com/ZS6Etjuam/;

- https://youtube.com/shorts/HU-djuS8XjA?si=HeDiNx maCCC4TKK;

- https://facebook.com/share/v/18 W3n9wHe/?mibexid=wwXIfr

2. Thuong xuyén canh gidc cac s6 dién thoai “rac”, email “rac” giri dén hodc
céac doi tuong la mat lé‘iy ly do lam quen, nho viéc.. .dé két ban trén mang xa hoi.
Tang cuong str dung céc co ché bao mat thong tin ¢4 nhan trén mang xa hoi, nhu:
An céc thong tin c4 nhan (dia chi, ngay sinh, s6 dién thoai, email); Bat ché do
khoa bao vé trang ca nhan trén cac nén tang mang x3 hoi. ..

3. Khéng lam theo huéng dan cta doi tuong, kién quyét tir chdi truy cap vao
dudng dan hoic cai cac tmg dung c6 gin ma doc do doéi tuong phat tan. Khi phat
hién céc hoat dong cuia ddi tuong sir dung cac hinh anh, video, clip nhay cam c6 hinh
anh ca nhan dé de doa tong tién, c4 nhan can tam thoi vo hidu héa tai khoan mang xa
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hoi nhim muc dich tranh céc ddi tugng phat tan rong rai hinh anh, video clip nhay
cam va trinh béo dén co quan Cong an noi gan nhat dé dugc hudng dan, giai quyét.
Cong an tinh Ha Nam tran trong thong bao phuong thire, thu doan néu trén
dén cac dong chi dé phong, tranh./.
o I

Noi nhan:

- Nhu trén (d€ thyc hién); |

- P/c Gidgm déc Cong an tinh (dé bao cao):
- Luu: VT, PA05S(D2).

———KT. GIAM POC
~ PHO GIAM POC

A ETAE
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